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Course/Module description:
The developing field of cyber law is characterized by interesting, substantive, and
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rapid changes in the normative international and Israeli regimes that apply to
states, organizations and individuals in cyberspace. About half of the world[]s
population currently enjoys the benefit of access to cyberspace and operates in it
on a daily basis. This is a new human phenomenon that has brought about
significant positive results (for example, in the spheres of health, education and
law). Nevertheless, the misuse and abuse of cyberspace by hostile elements has
become routine: cyberattacks, hacking, data breaches, and other abuses are
steadily increasing in number and impact These phenomena raise many questions
concerning the governance of cyberspace, the legal norms that apply, and the
implementation and enforcement of them.

In the course participants will analyze the legal and regulatory arrangements in
respect of cyber- space, within this complex reality. The course examines the
processes of development of cyber law and the various existing arrangements for
its governance, treaties, agreed codes of conduct and other arrangements.
Additionally, we shall examine the developments in the Israeli legal system
currently applicable to activity in cyberspace. We shall also examine the reciprocal
relationship between Israeli law and the normative international system that applies
to cyberspace. Several aspects of application of developing norms and their
enforcement both in the international and in the Israeli arenas, will be accompanied
by an ongoing analysis of these issues.

The course syllabus is structured into four units: (1) legal and regulatory regulations
that apply in cyberspace both in the international and national arenas, (2) cyber law
and policy in Israel, (3) the balance struck in various regimes between rights of the
individual in cyberspace and security considerations (for example, in the monitoring
of personal information by governmental authorities) and (4) the influence of
technological developments on cyber law. In the context of these units, we shall
analyze the main issues and their ramifications, such as the vulnerability of critical
infrastructure; the hacking of websites and databases, online crime and terrorism;
use of internet capabilities by terrorist elements; and mechanisms of international
collaboration for the enforcement of cyber law. Towards to the end of the course a
moot court will be held in which the main issues we have studied will be examined
(10% of the final grade).

Course/Module aims:

Learning outcomes - On successful completion of this module, students should be
able to:

[0 To impart to the participants an understanding of the basic concepts of state and
non-state activity in cyber-space
[] To familiarize them with the principal norms applicable to the activity in the
international and Israeli arenas
[] To provide the participants with professional tools which they will be able to use in
practice, including an ability to analyze current developments in cyberspace
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[] To enable the participants to assimilate the ability of identifying and analyzing the
various ideological and methodological concepts that apply to the regulation of
cyberspace;

[0 To analyze the weaknesses inherent in the normative systems applicable to
cyberspace; and to encourage critical thinking about cyber law and its
implementation, on the global and on the Israeli levels.

Attendance requirements(%):
For students' attention: The moot court exercise at the end of the course allows a
grade of up to 10% in the final course grade.

Teaching arrangement and method of instruction:

Course/Module Content:
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on Progress Enabling :Implementation to Articulation From ,Microsoft (niv2) (n)
Cybersecurity Norms, June 2016, The Need for a Digital Geneva Convention,
February 2017, and Establishing an International Cyberattack Attribution
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Dutton William in ,[JGovernance Internet of Field Emerging The[] ,DeNardis Laura ()
(ed.), The Oxford Handbook of Internet Studies, Oxford University Press, 2013, pp.
555-575

2014 ,24 April ,Statement Multistakeholder NETmundial (1)

Fletcher 41 ,Governance Internet in Leadership of Role The ,Sepulveda .A Daniel (n)
F. World Aff. 129 (2017)

Free a Promote Can Europe How ,Hohmann Mirko and Benner Thorsten (niv) (1)
and Open Internet, Net Politics, June 27, 2018.

,E-28 .Doc ,1.Rev ,Conference the of Work the for Proposal ,Israel of State (nivn) (1)
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Information and Telecommunications in the Context of International Security,
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MIT ,2019 in about worry to threats-cyber emerging Five ,Giles Martin (1)
Technology Review (January 2019).
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Hype, WIRED, April 29, 2018.

Communications and Information the Securing on Order Executive (niv1) (n)
Technology and Services Supply Chain (May 2019),

)k

Required Reading:
PLEASE REFER TO SYLLABUS ABOVE AND/OR COURSE WEBPAGE IN MOODLE.

Additional Reading Material:
Recommended websites:

Program Law Cyber - Center Security Cyber Federman The X[]a
Toolkit Interactive :Practice in Law Cyber International x[]a

(ICTRP) Project Regulation Terrorism Cyber International X[]a
Foundation Frontier Electronic X[]a

(ENISA) Security Information and Network for Agency Union European x[)a
Cybercrime FBI X[]a

Cybersecurity [] Union Telecommunication International X[]a
IL-CERT [] Team Readiness Event Cyber National Israel X[]a

mixX7n 127on non X

22701 N1AN7 N'AIN7N Nivn X2

Excellence of Center Defence Cyber Cooperative NATO X[]a
NETmundial x[]a

Privacy and Security Information [] OECD X[]a

Division Cybersecurity [] Security Homeland of Department US X[]a
Portal Capacity Cybersecurity X[]a

Course/Module evaluation:
End of year written/oral examination 90 %
Presentation 0 %
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Participation in Tutorials 0 %
Project work 0 %
Assignments 0 %
Reports 0 %
Research project 0 %
Quizzes 0 %
Other 10 %

Moot court

Additional information:
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