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Course/Module description:

The developing field of cyber law is characterized by rapid and substantive
changes in the normative international and Israeli regimes that apply to states,
organizations and individuals in cyberspace. About half of the world’s population
currently enjoys the benefit of access to cyberspace and operates in it on a daily
basis. This is a new human phenomenon that has brought about significant positive
results (for example, in the spheres of health, education and law). Nevertheless, the
misuse and abuse of cyberspace by hostile elements has become routine:
cyberattacks, hacking, data breaches, and other abuses are steadily increasing in
number and impact These phenomena raise many questions concerning the
governance of cyberspace, the legal norms that apply, and the implementation and
enforcement of them.

In the course participants will analyze the legal and regulatory arrangements in
respect of cyber- space, within this complex reality. The course examines the
processes of development of cyber law and the various existing arrangements for
its governance, treaties, agreed codes of conduct and other arrangements.
Additionally, we shall examine the developments in the Israeli legal system
currently applicable to activity in cyberspace. We shall also examine the reciprocal
relationship between Israeli law and the normative international system that applies
to cyberspace. Several aspects of application of developing norms and their
enforcement both in the international and in the Israeli arenas, will be accompanied
by an ongoing analysis of these issues.

The course syllabus is structured into four units: (1) legal and regulatory regulations
that apply in cyberspace both in the international and national arenas, (2) cyber law
and policy in Israel, (3) the balance struck in various regimes between rights of the
individual in cyberspace and security considerations (for example, in the monitoring
of personal information by governmental authorities) and (4) the influence of
technological developments on cyber law. In the context of these units, we shall
analyze the main issues and their ramifications, such as the vulnerability of critical
infrastructure; the hacking of websites and databases, online crime and terrorism;
use of internet capabilities by terrorist elements; and mechanisms of international
collaboration for the enforcement of cyber law. Towards to the end of the course a
moot court will be held in which the main issues we have studied will be examined
(10% of the final grade).

Course/Module aims:

Learning outcomes - On successful completion of this module, students should be
able to:
* To impart to the participants an understanding of the basic concepts of state and
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non-state activity in cyber-space

» To familiarize them with the principal norms applicable to the activity in the
international and Israeli arenas

» To provide the participants with professional tools which they will be able to use in
practice, including an ability to analyze current developments in cyberspace

» To enable the participants to assimilate the ability of identifying and analyzing the
various ideological and methodological concepts that apply to the regulation of
cyberspace;

» To analyze the weaknesses inherent in the normative systems applicable to
cyberspace; and to encourage critical thinking about cyber law and its
implementation, on the global and on the Israeli levels.

Attendance requirements(%):

Teaching arrangement and method of instruction:

Course/Module Content:
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Cyber Law International of Nature The” ,Vihul Liis and Schmitt .N Michael (x)
Norms”, in Anna-Maria Osula and Henry Roigas (eds.), International Cyber Normes,
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Cyber International to Introduction” ,Roigas Henry and Osula Maria-Anna (x)
Norms”, in Osula and Roigas (eds.), International Cyber Norms, CCDCOE, 2016, pp.
11-22
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Global for Norms Constructing” ,Hollis Duncan and Finnemore Martha (7)
Cybersecurity”, The American Journal of International Law, Vol. 110, No. 3 (July
2016), pp. 425- 479
on Progress Enabling :Implementation to Articulation From ,Microsoft (n)
Cybersecurity Norms, June 2016, The Need for a Digital Geneva Convention,
February 2017, and Establishing an International Cyberattack Attribution
Organization to Strengthen Trust Online
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Dutton William in ,“Governance Internet of Field Emerging The” ,DeNardis Laura (x)
(ed.), The Oxford Handbook of Internet Studies, Oxford University Press, 2013, pp.
555-575.
amended as ,Numbers and Names Assigned for Corporation Internet for Bylaws (2)
27 July 2017

2014 ,24 April ,Statement Multistakeholder NETmundial ()
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and Free a Promote Can Europe How ,Hohmann Mirko and Benner Thorsten (i)
Open Internet, Net Politics, June 27, 2018.

,E-28 .Doc ,1.Rev ,Conference the of Work the for Proposal ,Israel of State (niv1) (1)(
World Conference on International Telecommunications (WCIT-12) Dubai, 3-14
December 2012
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:Cooperation Regional via Cyberspace Secure a Towards” ,Radunovic Vladamir (x)
Overview of the Main Diplomatic Instruments”, DiploFoundation, 2017
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of Field the in Developments on Experts Governmental of Group the of Report (2)
Information and Telecommunications in the Context of International Security,
A/70/174, 22.7.2015, pp. 6-14.

for Conduct of Code International ,Organization Cooperation Shanghai (1)
Information Security, 9 January 2015

22,35 ,1-6 Articles ,2001 ,185 ETS ,Cybercrime on Convention ,Europe of Council (7)

Increasing ,Lukyanov Fyodor and ,Demidov Oleg ,Chernrnko Elena (nivn) (n)
International Cooperation in Cybersecurity and Adapting Cyber Norms, Council on
Foreign Relations, February 23, 2018
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Applicable Law International the on 2.0 Manual Tallinn ,(.ed) Schmitt .N Michael (x)
to State Activity in Cyberspace, Cambridge, 2017, Rules 1-4 (pp. 11-27), Rule 6 (pp.
30-42) Rule 8 (pp. 51-54) and Rule 14 (pp. 84-87)
,2.0 Manual Tallinn the of Launch - Operations Cyber and Law International 1070 (2)
Atlantic Council, February 8, 2017
.(31.5.2018) mn a2 Thix '1Inc Facebook 5860/16 x"v1 (1)
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Applicable to Cyber Warfare”(Michael N. Schmitt ed., 2013)”, 108 American Journal
of International Law 585 (2014)

an .2017 ,Sheet Fact and Website ,Strategy Cyber ,Defense of Department US (3)

Cyber Active Actor Private and Law International ,Rosenzewig Paul (nivn) (1)
Defensive Measures, 50 Stan. J. Int'l L. 103 (2014)
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,CCDCOE ,“Israel in Organization Security Cyber National” ,Couriel-Housen .D (x)
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,Companies Israeli on Attacks Monthly 150 :Chief Cyber National Outgoing (niv1) (n)
Jerusalem Post, June 28, 2018.
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in Terrorism and Law Terrorism-Counter New s‘Israel” ,Fidler David (niv1) (n)
Cyberspace”, NetPolitics, Aug 22, 2016

its :Cyberterrorism ,Vashdi Dana and Canetti Daphna ,Gross Michael (niva) (0)
effects on psychological well-being, public confidence and political attitudes, Journal
of Cybersecurity, Volume 3, Issue 1, March 2017.

2N77A2 0190 NPIDT A7 (1IN0 '717'Y 2 [TXAN ‘2 NTN?

NPT NTONI;[TII0-0019 [T'VA 'MIN7NI 1721720 ' 1270 [InVA- (23.12.18) 10 ny'w
17XV 2N122 1'N12N 'TANE 0190

D'02'N ;2N1A2 VIO NPT 21 [IN02 'DIX7 NITAN NIFIDAO A [IPXA )IXD - N7V 72
"nmnnnizyn nrTan" 'an ;n7vnnn My 0NN 110 7v 0rosen

,TEDTalks (video) ,“Internet the Back Take We How s'Here” ,Snowden Edward (x)
March 2014

Requiring by Insecurity Mandating :Doormats Under Keys” ,al et Abelson Harold (2)
Government Access to All Data and Communications”, Journal of Cybersecurity,
2015, pp. 1-4 (until “Findings...”)

Internet About Evidence Provide to Government Orders Judge” ,Cohn Cindy (3)
Surveillance”, Electronic Frontier Foundation, May 23, 2017
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effects chilling and ,regulation ,surveillance Internet” ,Penney Jonathon (nivn) (i)

online: a comparative case study”, Internet Policy Review, 26 May 2017
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12-23 and 1-4 Articles ,2016 ,27 April ,Regulation Protection Data General EU (x)

Case ,(Summary) Judgement ,Commissioner Protection Data .v Schrems (2)
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C-362/14, European Court of Human Rights, 6 October 2015
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(April 5, 2018)
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Cybersecurity” in Compromised Data Account MyHeritage ,Offord Catherine (x)
Incident”, The Scientist (June 6, 2018)

c/com.deloitte.www2//:https Discuss s‘Let .Security Cyber & Blockchain ,Deloitte, (1)
ontent/dam/Deloitte/ie/Documents/Technology/IE_C BlockchainandCyberPOV_0417.
pdf.
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Warfare Influence/Information Enabled-Cyber On ,Kerr Jackie and Lin Herbert (x)
and Manipulation (August 2017 version),
Be Elections Should :Hack to Harder Democracy Making” ,al et Shackelford Scott (1)
Classified as ‘Critical Infrastructure’?”, 50 University of Michigan Journal of Law
Reform, Vol. 3, 2017

PaxAmericana ,Space Without Day A (7)
“Cybersecurity Strengthening” ,Law International of Society American (niva) (n)
(video), July 17, 2017

,Hype the Through Fight Can It If - Cybersecurity Help Can Al ,Newman Hay Lily (1)
WIRED, April 29, 2018.
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Cyber Law International of Nature The” ,Vihul Liis and Schmitt .N Michael (x)
Norms”, in Anna-Maria Osula and Henry Roigas (eds.), International Cyber Norms,
CCDCOE, 2016
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Project ,“Cyberwarfare Preventing to Approach Normative A” ,Nye Joseph (1)
Syndicate, March 13, 2017

Collateral Cyber Understanding ,Goldman Zachary ;Romanosky Sasha (niv1) (7)
Damage, 9 J. Nat'l Sec. L. & Pol'y 233 (2017)

(30,28 ,27 'ny Tnrna,"1a70" Miorx) 2015 vonix , 7" nx nmolvox (niv) (1)

Relations Foreign on Council-n 7v Tracker Operations Cyber anx (1)

ININ7N1'AIN72'A0 ¥R 2NN 0700 D071 D05 DNYTON N NTN!

7V 02N 1MIN7NI'MIN'72'20 A2 2NN 072'0N0I DTN Nine - (21.10.18) 2 Wy
N1T0N7 (N1N®021 NI'TAY7) NiI2IY Niva ,0"2'011110 0'2'70N2 027N 127 - NIM7'V 71
.12"0N 2NN NITON7 NITTY-11 NIKA'0NANA NIATIE , 12700 2NN 7¥ NA'0NI1NI

Cyber International to Introduction” ,Roigas Henry and Osula Maria-Anna (X)
Norms”, in Osula and Roigas (eds.), International Cyber Norms, CCDCOE, 2016, pp.
11-22
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Cybersecurity”, The American Journal of International Law, Vol. 110, No. 3 (July
2016), pp. 425- 479
on Progress Enabling :Implementation to Articulation From ,Microsoft (n)
Cybersecurity Norms, June 2016, The Need for a Digital Geneva Convention,
February 2017, and Establishing an International Cyberattack Attribution
Organization to Strengthen Trust Online
Kubo Dr by Juris Opinio on Silence and Norms Cyber -CyCon 01>n ji010 (nie) (1)
Macak
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Dutton William in ,“Governance Internet of Field Emerging The” ,DeNardis Laura (x)
(ed.), The Oxford Handbook of Internet Studies, Oxford University Press, 2013, pp.
555-575.
amended as ,Numbers and Names Assigned for Corporation Internet for Bylaws (2)
27 July 2017

2014 ,24 April ,Statement Multistakeholder NETmundial (3)
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and Free a Promote Can Europe How ,Hohmann Mirko and Benner Thorsten (n)
Open Internet, Net Politics, June 27, 2018.

,E-28 .Doc ,1.Rev ,Conference the of Work the for Proposal ,Israel of State (niv1) (1)(
World Conference on International Telecommunications (WCIT-12) Dubai, 3-14
December 2012
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:Cooperation Regional via Cyberspace Secure a Towards” ,Radunovic Vladamir (x)
Overview of the Main Diplomatic Instruments”, DiploFoundation, 2017

of Field the in Developments on Experts Governmental of Group the of Report (1)
Information and Telecommunications in the Context of International Security,
A/70/174, 22.7.2015, pp. 6-14.

for Conduct of Code International ,Organization Cooperation Shanghai (1)
Information Security, 9 January 2015

22,35 ,1-6 Articles ,2001 ,185 ETS ,Cybercrime on Convention ,Europe of Council (7)

Increasing ,Lukyanov Fyodor and ,Demidov Oleg ,Chernrnko Elena (niv) (n)
International Cooperation in Cybersecurity and Adapting Cyber Norms, Council on
Foreign Relations, February 23, 2018
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Applicable Law International the on 2.0 Manual Tallinn ,(.ed) Schmitt .N Michael (x)
to State Activity in Cyberspace, Cambridge, 2017, Rules 1-4 (pp. 11-27), Rule 6 (pp.
30-42) Rule 8 (pp. 51-54) and Rule 14 (pp. 84-87)

,2.0 Manual Tallinn the of Launch - Operations Cyber and Law International 1070 (2)
Atlantic Council, February 8, 2017
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-Law as States engaging-Re :Rules Cyber to Norms Cyber From” ,Macak Kubo (7)
makers”, 30 Leiden Journal of International Law 2017
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Law International the on Manual Tallinn The of Review” ,Eichensehr Kristen (1)
Applicable to Cyber Warfare”(Michael N. Schmitt ed., 2013)”, 108 American Journal
of International Law 585 (2014)

an .2017 ,Sheet Fact and Website ,Strategy Cyber ,Defense of Department US (1)

Cyber Active Actor Private and Law International ,Rosenzewig Paul (niv1) (1)
Defensive Measures, 50 Stan. J. Int'l L. 103 (2014)
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Jerusalem Post, June 28, 2018.
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(21-30 'ny) "~xian" ,2010 ,i121,17nn YO , 91710 OXN (X)

1995-n"awn ,n0avnnn j7in (1)

1998- n"iawn ,0"a'x 0'5121 [INL'A N1TON7 71N (1)

2017-r"ywnin ,01101'X INX NIYXNAXNI NINV2AY YIN'A DY ov7 nriono j7in (1)
21.12.2015 ,xy 11.1 78w n1r1n ,8617-14 ,8464-14 9"y (n)

'nya,01702'XN NULZVDIN 7V V71 - NBDI, 120N 2ININ N'7'79 N7N 701004 0'n (1)
337-339 (2015).

("0 nwyn" n1man,2 gwo) 2016 - "ywnn 1102 j7axnn i7in (1)

in Terrorism and Law Terrorism-Counter New s‘Israel” ,Fidler David (niv1) (n)
Cyberspace”, NetPolitics, Aug 22, 2016

its :Cyberterrorism ,Vashdi Dana and Canetti Daphna ,Gross Michael (niv1) (0)
effects on psychological well-being, public confidence and political attitudes, Journal
of Cybersecurity, Volume 3, Issue 1, March 2017.
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,TEDTalks (video) ,“Internet the Back Take We How s'Here” ,Snowden Edward (x)
March 2014

Requiring by Insecurity Mandating :Doormats Under Keys” ,al et Abelson Harold (1)
Government Access to All Data and Communications”, Journal of Cybersecurity,
2015, pp. 1-4 (until “Findings...”)

Internet About Evidence Provide to Government Orders Judge” ,Cohn Cindy (1)
Surveillance”, Electronic Frontier Foundation, May 23, 2017
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effects chilling and ,regulation ,surveillance Internet” ,Penney Jonathon (nien) (1)
online: a comparative case study”, Internet Policy Review, 26 May 2017

LAV N 22 (NNIIN 1X1A) 1270 N1an2 2070 WX yTm nnan - (30.12.18) 11 v
(D'oownn TwN
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12-23 and 1-4 Articles ,2016 ,27 April ,Regulation Protection Data General EU (x)

Case ,(Summary) Judgement ,Commissioner Protection Data .v Schrems (1)
C-362/14, European Court of Human Rights, 6 October 2015

3.,"non'¥n WX YyT'N N12VN7 NpTN N1101 NMY'N 911NN TIN'NND Nia'x1" ,0"ma (1)
2016 X119

nuwx1 nooin 14,13 ,1-3 no'ovo ,2017 r'yvenn (VT nn0ax) Nirro1on n1an nijzn (1)

CNET ,court in you against testify can Fitbit and Alexa Your ,Reardon Marguerite ()
(April 5, 2018)
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('o10n |rxnn 10%) 'nn o41an vswn - (6.1.19) 12 wyw

D'12NnN V9YNN NXI77 771N 9011 IIN

Cybersecurity” in Compromised Data Account MyHeritage ,Offord Catherine (x)
Incident”, The Scientist (June 6, 2018)

c/com.deloitte.wwwZ2//:https Discuss s‘Let .Security Cyber & Blockchain ,Deloitte, (1)
ontent/dam/Deloitte/ie/Documents/Technology/IE C BlockchainandCyberPOV _0417.
pdf.

17NN 'IN72'20 A2 12700 1T nin'oa ninan - (13.1.19) 13 wuyw
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Warfare Influence/Information Enabled-Cyber On ,Kerr Jackie and Lin Herbert (x)
and Manipulation (August 2017 version),

Be Elections Should :Hack to Harder Democracy Making” ,al et Shackelford Scott (2)
Classified as ‘Critical Infrastructure’?”, 50 University of Michigan Journal of Law
Reform, Vol. 3, 2017

PaxAmericana ,Space Without Day A (7)
“Cybersecurity Strengthening” ,Law International of Society American (nivn) (n)
(video), July 17, 2017
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,Hype the Through Fight Can It If - Cybersecurity Help Can Al ,Newman Hay Lily (1)
WIRED, April 29, 2018.

Additional Reading Material:

:D'IN21 DIVIN NN
§ Electronic Frontier Foundation
§ European Union Agency for Network and Information Security (ENISA)
§ EU Data Protection Board
§ UN Special Rapporteur on the right to privacy
§ FBI Cybercrime
§ International Telecommunication Union - Cybersecurity
§ Israel National Cyber Event Readiness Team - CERT-IL

mix7n 12"o0n non §

22701 N1AN7 N'AIN7N NIvIN §
§ NATO Cooperative Cyber Defence Center of Excellence
§ NETmundial
§ OECD - Information security and privacy
§ US Department of Homeland Security - Cybersecurity Division

Course/Module evaluation:
End of year written/oral examination 90 %
Presentation 0 %
Participation in Tutorials 0 %
Project work 0 %
Assignments 0 %

Reports 0 %
Research project 0 %
Quizzes 0 %
Other 10 %

Moot court

Additional information:
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