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Course/Module description:

This course examines the conflicts and the compromises taking place "behind the
scenes" in the field of internet governance. In this course the student will learn
about the national and the international actors operating within the cyber space
and about the political, social and technological struggles that shape and construct
the cyberspace in which we live.

Course/Module aims:
A critical introduction to the research field of internet governance and its social,
technological and political significance.

Learning outcomes - On successful completion of this module, students should be
able to:

1. To describe the technological and political infrastructure of the internet
2. To Identify the national and international stakeholders taking part in constructing
internet governance
3. To explain the political interests and dilemmas of the various stakeholders that
take part in internet governance.
4. To analyze the theoretical aspects of internet governance
5. To suggest political and technological solution to various problems of internet
governance.
6. To formulate research questions and research design in the field of internet
governance.

Attendance requirements(%):
80% of the classes

Teaching arrangement and method of instruction: lecture

Course/Module Content:
A: Between technology and politics

1. Introduction: get me the person who is in charge of the internet
2. It starts with technology: The technological infrastructure

3. New technology. New form of governance: The multi-stakeholder approach
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4. Personal and national security in the cyber sphere: Cybersecurity
5. Human rights in the digital sphere

B: The critical issues

6. Access to the internet and net neutrality

7. Copyrights

8. Freedom of speech

9. Offensive content

10. Privacy and surveillance

11-12. Students presentation

Required Reading:
1. Introduction: get me the person who is in charge of the internet

Mueller, M.L. (2010). Networks in action: Three case studies. In M.L. Mueller (Ed.),
Network and States: The Global Politics of Internet Governance (pp. 17- 30). MA: MIT
press.

2. It starts with technology: The technological infrastructure

Diplo Foundation (2008). Internet structure.

DeNardis, L. (2014). Controlling internet resources. In L. DeNardis (Ed.), The global
war for internet governance (pp. 33-62). CT: Yale university press.

3. New technology. New form of governance: The multi-stakeholder approach
il.org.isoc.www Inxnn N771.01702X0 Ni7'wn .(2016) 780 01I0INN TIANX
il.org.isoc.www Inxnn N7711.0">1 027Ny .(2016) '7x'n 011020 TIAN

DeNardis, L. & Raymond, M. (2013). Thinking clearly about Multistakeholder internet
governance. Paper Presented at 8th Annual GigaNet Symposium Bali, Indonesia.

4. Personal and national security in the cyber sphere: Cybersecurity

DeNardis, L. (2014). Cybersecurity Governance. In L. DeNardis (Ed.), The global war
for internet governance (pp. 86-106). CT: Yale university press.
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5. Human rights in the digital sphere

.0TXN Nrior7 0"iNn Nnxn .(1948) niTnixnn NINIXN (12X

The Internet Rights and Principles Dynamic Coalition charter (2014)

Mueller, M., Pag ‘e, C. & Kuerbis, B. (2004). Civil Society and the shaping

of communication-information policy: Four decades of advocacy. The Information
Society, 20, 169-185. doi: 10.1080/01972240490456845

B: The critical issues

6. Access to the internet and net neutrality

Borg, S. (May 2, 2011). Right to access the Internet: the countries and the laws that
proclaim it. Diplo Foundation.

Oliver, J. (June 1, 2014). Last Week Tonight with John Oliver - net neutrality.

020N X'AN7 j7120"9 7¥ N NINXA INNoN N .yaxn (2015 ,'xn 19) .y ,7IT |2
?D2nn7

7. Copyrights

Muller, M.L. (2010). IP versus IP. In M.L. Mueller (Ed.), Network and States: The
Global Politics of Internet Governance (pp. 129-158). MA: MIT press.

Rutenberg, I. (October 29, 2013). Faking it: time to rethink intellectual property in
developing countries? The Guardian.

8. Freedom of speech

Price, M. (2016). The internet and strategic architecture. In M. Price (ed.) Free
expression, globalism and the new strategic communication (pp.121-133). NY:
Cambridge university press.

il.org.isoc.www Inxnn N7711.7Xw2 0nx nin'on .(2016) '7xwn 010NN TIAN
/org.herdict.wwwy//:http - ni7wnn 'm 7y 07iy2 0NN NIN'ON 7Y ["7-[IX 19'N

. 7'7121 7110 ,1TI0 1071V NIJIY NIPTA2 NIFNI2N DN NX NINon

9. Offensive content

:D'7wIN .0'T7'7 D7IYAI9 020N DY NITTIANN Xwi2 nnwn 0an (2008 ,719x116) .X ,N9!
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10. Privacy and surveillance
il.org.isoc.www nxnn n771 .DNSSEC nin pipr .(2016) '7xw'n 0110INN TIAN

Brambila, J. A. (October 6, 2014). The Snowden effect. Center for global
communication studies.

.DD7V j7120"9N NNX 271V X2XN :n9'wn .n'mizn nn'w (2015 ,'71 15) .'a,11¥12
D'Tn7n 7v niaxn .12-11

Additional Reading Material:
2. It starts with technology: The technological infrastructure

Mueller, M.L. (2010). Critical internet resources. In M.L. Mueller (Ed.), Network and
states: The global politics of internet governance (pp. 215-252). MA: MIT press.

Lindsay, D. F. (2013). What do the .XXX disputes tell us about internet governance?
ICANN's legitimacy deficit in context. Telecommunications Journal of Australia,
63(3). doi: //dx.doi.org/10.7790/tja.v63i3.432.

il.org.isoc.www nxnn n7711.DNS .(2016) '7xw'n 010NN TIIN

il.org.isoc.www InxnNn N771.01702X nimen Tin'x .(2011) '7x w0 011070 TIAX
il.org.isoc.www nxnn n771.IPv6 - 1 1awn .(2015) '7xw'n 0110280 TN

3. New technology. New form of governance: The multi-stakeholder approach
Take, I. (2012). Regulating the Internet infrastructure: A comparative appraisal of
the legitimacy of ICANN, ITU, and the WSIS. Regulation & Governance, 6, 499-523
doi:10.1111/.1748-5991.2012.01151.x

Mansell, R. & Nordenstreng, K. (2006). Great media and communication debates:
WSIS and the Macbride report. Information Technologies and International

Development, 3(4), 15-36.

Epstein, D. (2010). Constructing the information society: The binding nature of
nonbinding debates about internet governance. TPRC.

Drake, W. J. & Price, M. (2014) Beyond Netmundial: The roadmap for institutional
improvements to the global internet governance ecosystem. Center for Global
Communication Studies.
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4. Personal and national security in the cyber sphere: Cybersecurity
Jewkes, Y. & Yar, M. (2010). Handbook of internet crime. UK: Willan Publishing

Mueller, M.L. (2010). Security governance on the internet. In M.L. Mueller (Ed.),
Network and States: The Global Politics of Internet Governance (pp. 159-184). MA:
MIT press.

Tabansky, L. & Ben Israel, I. (2015). Cybersecurity in Israel. NY: Springer

Mukherjee, S., Roy, A. & Chakrabarty S. (Mar 13, 2016). Hackers are using expired
domains to launch attacks. The Huffington Post.

Keck, Z. (April 12, 2014). China expands cyber spying. The Diplomat.

7V nyT7 DX nn 73:(nwa) Qxan X7 .(2015 ,00mix 20) .1,[71X1 .0, [XDOX7 ,.V , 112D
.00D'727> .7IXV7 DNIVN X71 [10'TN '7UN

.02172.1w2 1717 TIX'71n 500 :071va 1aron 'wwo 711 Q7' (2016 719X 4) .0 ,M19'Y
2270 NI9[7NN NoOn

nIN7nN 12"0N NoN

5. Human rights in the digital sphere

D"INN 7¥ NIINX
UN Human Rights Council (July 12, 2012). First Resolution on Internet Free Speech.
Global Legal Monitor.

UN Human Rights: Office of the high commissioner (Retrieved July 14, 2016). The
right to privacy in the digital age.

N'NITNA 112NN 212X NIINAN
APC Internet Rights Charter (2006)
The Global Network Initiative Principles (2008)

NI702'T NIIDT (VA7 DIAIXD NN
https://www.eff.org/
https://derechosdigitales.org/
https://content.bytesforall.pk/
http://www.digitalrights.org.il/

O Siochru, S. (2004). Civil society participation in the WSIS process: Promises and
reality. Continuum: Journal of Media & Cultural Studies, 18(3), 330-344. doi:
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10.1080/1030431042000256090.

Milan, S. (2014). The Fair of Competing Narratives: Civil Society(ies) after
NETmundial. Center for global communication studies.

B: The critical issues
6. Access to the internet and net neutrality

DeNardis, L. (2014). Internet access & network neutrality. In L. DeNardis (Ed.), The
global war for internet governance (pp. 131-152). CT: Yale university press.

Hooper, S. & Ahmed, S. (July 1, 2010). First nation makes broadband access a legal
right. CNN.

Netizen report team (July 5, 2016). Netizen Report: The UN condemned internet
shutdowns. But does it matter? Global Voices.

Faris, R., Roberts, H., Etling, B., Othman, D. & Benkler, Y. (2015). Score another one
for the internet? The role of the networked public sphere in the U.S. net neutrality
policy debate. The Berkman center for internet and society.

Net neutrality in Europe - https://savetheinternet.eu/en/
7. Copyrights

DeNardis, L. (2014). Internet architecture and intellectual property. In L. DeNardis
(Ed.), The global war for internet governance (pp. 173-198). CT: Yale university
press.

Postigo, H. (2008). Capturing fair use for the Youtube generation: The digital rights
movement, the Electronic Frontier Foundation, and the user-centered framing of fair
use. Information, Communication & Society, 11(7), 1008-1027. doi:
10.1080/13691180802109071.

Benkler, Y., Roberts, H., Faris, R., Solow-Niederman, A. & Etling B. (2013). Social
mobilization and the networked public sphere: Mapping the SOPA-PIPA debate.
Cambridge, MA: Berkman Center Research Publication.

Layton, J. (May 10, 2016). If you pirate "Game of Thrones," we have some scary
news. Hello Giggles.

8. Freedom of speech

Powers, S. M. & Jablonski, M. (2015). Toward information sovereignty. In S. M.
Powers & M. Jablonski (Eds.), The real cyber war: the political economy of Internet
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Freedom (pp.159-179). IL: University of lllinois Press.

Yang, F. & Mueller, M.L. (2014). Internet governance in China: a content analysis.
Chinese Journal of Communication, 7(4), 446-465.
doi.org/10.1080/17544750.2014.936954

Borogan, I. (2012). RuNet: Russia on the Chinese road? Opendemocracy.net.
Aguerre, C & Galperin, H. (2015). Internet policy formation in Latin America:
Understanding the links between the national, the regional, and the global. The

Center for Global Communication Studies.

Akgll, M. & Kirlidog, M. (2015). Internet censorship in Turkey. Internet Policy
Review, 4(2). DOI: 10.14763/2015.2.366

9. Offensive content

Mueller, M.L. (2010). Content regulation. In M.L. Mueller (Ed.), Network and States:
The Global Politics of Internet Governance (pp. 185-214). MA: MIT press.

Livingstone, S. (May 5, 2015). GE2015: What’s to be done about online pornography
and kids? Media policy project blog.

Banks, J. (2010). Regulating hate speech online. International Review of Law,
Computers & Technology, 24(3), 233-239.
http://dx.doi.org/10.1080/13600869.2010.522323

Cohen-Almagor, R. (2015). Responsibility of internet service providers and web
hosting services. In R. Cohen-Almagor (Ed.), Confronting the internet dark side:
Moral and social responsibility on the free highway. (pp. 147-229). NY: Cambridge
university press.

Toor, A. (May 3, 2016). Facebook, Twitter, Google, and Microsoft agree to EU hate
speech rules. The verge.

Samuel, H. (March 5, 2015). Facebook can be sued if it tries to censor content, says
French court. The Telegraph.

01I02'X2 NIN'7X XYI12 VNDIVN 770 N'AT7X NATl
01021 [7120"92 0"YAI9 D'ION NAXN 177D
10. Privacy and surveillance

Bennett, C. (2008). The privacy advocates: Resisting the spread of surveillance.
Cambridge, MA: The MIT press.
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DeNardis, L. (2014). The public policy role of private information intermediaries. In
L. DeNardis (Ed.), The global war for internet governance (pp. 153-172). CT: Yale
university press.

Powers, S. M. & Jablonski, M. (2015). Google, information and Power. In S. M. Powers
& M. Jablonski (Eds.), The real cyber war: the political economy of Internet Freedom
(pp.74-98). IL: University of lllinois Press

Apuzzo, M., Sanger, D.E. & Schmidt, M. S. (September 7, 2015). Apple and other
tech companies tangle with US over data access. The New York Times.

Scott, M. (May 25, 2015). As Facebook sweeps Across Europe, regulators gird for
battle. The New York Times.

TTIVI 7120791 N'ONY OTN7 7V191 10X : 78w nwN17 (2015 ,'8na12) .x ,171 .8 ,'12n
Ynet .n'wiao
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Grading Scheme:

Additional information:
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